OSMANGAZi HURRIYET MESLEKI VE TEKNiK ANADOLU LISESI
E-GUVENLIK

Hiirriyet Mesleki ve Teknik Anadolu Lisesi eGiivenlik ve Etwinning School Ekibimiz

OGRETMENLERIN Egiivenlik SERTIFIKALARI
= KATILIM ;axa_c,&si : i Pl & A j .
KATILIM BELGESI  ATILIM BELGE:
£ Deniz Aydogan Fahriye ASIK
ety Label HakkindaHer Sey Karsunu bas: sel HakkindaHer Sey kursu

ays almaya hak kazar gk ¢

fo. .-~ & ]




e-SAFETY BRONZE ETIKETIMiZi ALDIK
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eSafety Label

for a safer school

towards analysing the status of eSafety in your school. Congratulations! Please read through your Action Plan
carefully to see what you can do to improve eSafety further in yourschool. The Action Plan offers useful advice

and comments, broken down into 3 key areas: infrastructure, policy and practice.



Infrastructure

Technical security

s An educational approach and building resilience in pupils of all ages is also key to safe and responsible online
use so brine together all teachers to have a discussion on how they will talk to their pupils about being a gocd

and safe dicital citizen. See www.europa.eu/youth/EU_en for examples of discussions that can take place in the

rough role-play and group games.
s It is good practice that your ICT services are regularly reviewed, updated and removed if no longer in use.

Pupil and staff access to technology

» Itis good that in your school computer labs can easily be booked. Consider the option of integrating other digital
devices into the lessons as using them provides best practise for pupils in dealing with new media. Ensure that

safetyissues are also discussed.

s Consider whether banning mobile devices is a rule that is fit for purpose and if your school might want to allow

r some class activities.You could develop as part of your Acceptable Use Policy a section on how

digital devices for

| technologies can and cannot be used in the classroom; see the fact sheet on Using Mobile Phones at

School 'www.esafetviabel.eu/group/community/using-mobile-device-in-schools ).

Data protection

s Itis good that all users are attributed a different password by the system in your school. Remind all school
members never to write their given password down anywhere, certainly not on a sticker on a computer! Also,
ensure that the Acceptable Use Policy reminds staff and pupils to keep their passwords secure and not share

them with others.
> It is good that your school provides training materials on the importance of protecting devices, especially
portable ones. Please consider sharing those with others through the in . Also ensure that your materials are

regularly reviewed to ensure theyare in line with the state of the latest technology.

s There is a retention plan in place for your school detailing how specific school records are stored, archived and




nsure that the plan is followed and review it regularly to ensure it relates to the

ct and other relevant legislation. Check the according fact sheet for more information.

Software licensing

> It is important to ensure that all new staff are briefed about the effective processes you have for the installation of

new software. This will mean that the security of your systems can be maintained and that staff can try out new

software applications that will help teaching and learning.

IT Management

» Itis good practice to ensure that the person in charge of the ICT network is fully informed of what software is on
school-owned hardware and this should be clearly indicated in the School Policy and the Acceptable Use Policy.
The person responsible for the network needs to be able to guarantee conformity with licensing requirements

and that new software won’t interfere with network operation.

> Itis good that staff members with questions about software issues can contact a school helpdesk. Consider
whether you need to provide training and/or guidance to new software that is installed on school computers.
This is important to ensure that school members will take advantage of new features, but also that they are

aware of relevant security and data protection issues.

Policy

Acceptable Use Policy (AUP)

sbile Phone Policy to ensure that it is fit for purpose and that it is being applied

>
consist ACross . The fact sheets on Using mobile phones at school
'www.esafetyiabel.eu/group/community/using-mobile-device-in-schools ) and School Policy
‘www.esafetyiabel.eu/group/community/school-policy) wil provide helpful information.

> It is good that you have an Acceptable Use Policy for all members of the school community. Regularly review the

AUP to ensure that it is still fit for purpose; to ensure that your AUP is sufficiently comprehensive, take a look at
the fact sheet and check list on Acceptable Use Policy at www.esafetylabel.eu/group/community/acceptable-
use-policy-aup-.

Reporting and Incident-Handling

> It is good practice to log cyberbullying incidents that occur in your school centrally, as you are contributing to
building a data base of successful incident handling practices from schools across Europe that you and others

can use in future. Make sure that pupils sign up to anti-bullying guidelines in your Acceptable Use Policy.

> Ensure that all staff, including new members of staff, are aware of the guidelines concer

s
e

e

inappropriate or illegal material is discovered on a school machine. Ensure, too, that the policy is rigorou

enforced. A member of the school's senior leadership team should monitor this.

Staff policy



It is good practice that the school policy includes information about risks with potentially non-secured devices,
such as smartphones and that reference is made to it. Consider sharing your school policy via the uploading

evidence tool, also accessible through the Myschool area.

> In your school user accounts are managed in a timely manner. This is important as it decreases the risk of

misuse.

> Ensure that all staff, including new members of staff, are aware of the policy concerning online conduct. This
should be a topic that is regularly discussed at staff meetings and clearly communicated in the School Policy, and
to staff and pupils in the Acceptable Use Policy. Regularly feview and update both documents as necessary.

L0 Sktc

Pupil practice/behaviour

» You have defined electronic communication guidelines in your Acceptable Use Policy and this would be a useful
example of good practice for other schools. Can you create a tutorial about electronic communication guidelines
for pupils and upload it to your school profile via your My school area so that other schools can benefit from your

experience.

> Your school has a school wide approach of positive and negative consequences for pupil behaviour. This is good
practice, please share your policy via the My school area of the eSafety portal so that other schools can learn

from it.

School presence online

» Itis good that pupils can give feedback on the school's online presence. Think about creating a space thatis
entirely managed by pupils. It's a great opportunity to learn about media literacy and related issues. It also can

help to establish a peer network of support. Find out more about in the eSafety Label fact sheet.

Practice

Management of eSafety

» Technology develops rapidly. It is good practice that the member of staff responsible for ICT is regularly sent to
trainings and/or conferences to be aware of new features and risks. Check out the Better Internet for Kids portal

to stay up to date with the latest trends in the online world.

> Ensure that the governor or board member appointed for eSafety has the opportunity to receive regular training
and also to ensure that colleagues are aware of eSafety issues. Involve your governing body in the development

and regular review of your School Policy. See our fact sheet on School Policy

www.esafetylabel.eu/group/community/school-policy.

ut this, a school will be leaving itself vulnerable. See our fact sheet on School Policy at

s

www.esafetylabel.eu/group/community/school-policy.

the school has a shared responsibility to secure any sensitive information used in their day to day ph



futies. Even staff not directly invalved in data handling should be made aware of the risks and threats and how to
minimise problems. Use our fact sheet Acceptable Use Policy

194

‘www.esafetylabel.eu/group/community/acceptable-use-policy-aup-) (o ensure that everyone plays their part in

ey are all the best and safest digital citizens they can be.

eSafety in the curriculum

> Itis good practice that all pupils in all year groups in your school are taught about eSafety. It continues to be
important to review regularly the curriculum provision to ensure it meets ever-changing needs. if you have a

curriculum review process of this kind, it would be helpful to other schools if you could publish this on your

e. To upload go to your My school area.

Extra curricular activities

» Gat ok from pupils to see what sort of additional eSafety support they would benefit from outside

delivering some of this to their peers? Check the resource section on

resources that will help them do this; check out the fact sheet on Pupils’ use of

online technology outside school at www.esafetylabel.eu/group/community/pupils-use-of-online-technology-

outside-school

Sources of support

» ltis great that you have a staff member which is knowledgable in eSafetyissues who acts as a teacher of

confidence to pupils.

> Ask parents for feedback on the kind of eSafety support which is being provided for them and consider
innovative ways to maximise the number of parents who are benefitting from, and accessing it. See the fact
sheet nformation for parents at www.esafetyviabel.eu/group/community/information-for-parents o find resources
that coule irculated to parents and ideas for parent evenings.

Staff training

> Your school makes sure that every teacher is trained on cyberbullying. Please share resources that are used in

these trainings via uploading them to your My school area. Are you also monitoring the effect that this training

had on the number of incidents?

» It should be a real benefit to your pupils that all staff receive regular training on eSafety issues. Continue to

gather feedback from staff on the medium- and long-term benefits of the training and consult the eSafety Label

portalto see suggestions for training courses at www.esafetlabel.eu/group/community/suggestions-for-online-

training-courses.

> Itis important that teachers are aware on the technology used by pupils in their freetime. This is impo

awareness is the first step in addressing the issue of powering down for school. At the same tim
/A
not be asked to do their homework using technology not available to them outside of schools. I

teachers are provided with information of this. Have a look at the Essie Survey of ICT in schools.

The Assessment Form you submitted is generated from a large pool of questions. It is also useful



Upload evidence on the My school area secti

ir exchanges with others via the Forum, and your reporting of incidents

MEB TARAFINDAN YAYINLANAN OKULLARDA SOSYAL MEDYA
KULLANIMIYLA ILGiLI GENELGEYE ATIF

Okullarda Sosyal Medyanin Kullanilmas1 MEB2017/12Genelgesi

Milli Egitim Bakanligi Okullarda Sosyal Medyamin Kullamlmasi konusunda genelge yayimladi. 2017/12sayii MEB
genelgesinde facebook, twitter, youtube gibi sosyal medya kanallarinda 6grenci resimleri,6grenci videolan,égretmen
resimleri ve videolanmn paylasilmasi konusunda agiklama yapti ve uyarilarda bulundu.

Okullarda Sosyal Medyanin Kullanilmast MEB2017/12Genelgesi

Milli Egitim Bakanligi Hukuk Hizmetleri Genel Mudiirliigii 07.03.2017 tarihli 2975829 sayili 2017-
12Say1li0kullardaSosyalMedyamnKullanilmasikonuluyaziiletiim illeriuyardi.2017-12sayil
Genelgeyi tiim il Milli Egitim Miidiirliiklerine gonderen Milli Egitim Bakanlig sosyal medya
(facebook, twitter,youtube, instagramvs) lizerinden 6grenci resimleri,ogrenci videolan basta olmak uizere yapilan
paylasimlara aciklik getirdi. Milli Egitim Bakanligi tiim MEB personeli ile 6grencilerin ses,goriintii, video kayitlarinin
internette, sosyal medyada hukuka aykin olarak paylasilmasi halinde gerekli yasal islemin baslatilacag belirtildi.

YASALKARSILIKLARI BELIRTILDI

Milli Egitim Bakanlig1 tarafindan gonderilen Okullarda Sosyal Medyanin Kullamlmasi 2017/12 sayili genelgede
Turkiye Cumhuriyeti Anayasasi, Birlesmis Milletler Genel Kurulu tarafindan kabul edilen20/11/1989 tarihli Cocuk
Haklarina Dair Sozlesme, 1739 sayili Milli Egitim Temel Kanunu ve 5237sayiliTiirk Ceza Kanunu vurgusu
yapildi.Belirtilen hususlarda gerekli alintilara yer verildi.

Okullarda Sosyal Medyanin Kullamlmasi MEB2017/12Genelgesi

Milli Egitim Bakanligi Okullarda Sosyal Medyanin Kullamlmasi konusunda genelge yayimladi. 2017/12sayih MEB
genelgesinde facebook, twitter, youtube gibi sosyal medya kanallarinda 6grenci resimleri,6grenci videolari,6gretmen
resimleri ve videolarimin paylasilmasi konusunda agiklama yapti ve uyarilarda bulundu.

Okullarda Sosyal Medyanin Kullanilmasi MEB2017/12Genelgesi




OkullardaSosyalMedyaninKullanilmasiMEB2017/12Genelgesi

Milli Egitim Bakanlig1 Hukuk Hizmetleri Genel Muidiirliigii 07.03.2017 tarihli 2975829 sayili 2017-12 Sayili

Okullarda Sosyal Medyanin Kullamlmasi konulu yazi ile tim illeri uyardi.2017-12sayil

Genelgeyi tiim il Milli Egitim Miidiirliiklerine gonderen Milli Egitim Bakanlig1 sosyal medya

(facebook, twitter,youtube, instagramvs) {izerinden 6grenci resimleri,6grenci videolan basta olmak {izere yapilan
paylasimlara aciklik getirdi. Milli Egitim Bakanligi tim MEB personeli ile 6grencilerin ses,gériintd, video kayitlarinin
internette, sosyal medyada hukuka aykin olarak paylasilmasi halinde gerekli yasal islemin baslatilacag: belirtildi.

YASAL KARSILIKLARI BELIRTILDI

Milli Egitim Bakanlig1 tarafindan gonderilen Okullarda Sosyal Medyanin Kullanilmasi 2017/12 sayil
genelgedeTiirkiye CumhuriyetiAnayasasi,Birlesmis Milletler GenelKurulu tarafindan kabul edilen sayiliTirk Ceza
Kanunu vurgusu yapildi.Belirtilen hususlarda gerekli alintilara yer verildi.

HUKUKA AYKIRI PAYLASIMLAR

internette 68renci resimleri paylasmak, sinifta cekilen 6grenci videolarim youtube, facebooktapaylasmak hukuka
aykin ise gerekli sorusturma yapilacak. ogretmenlericin.com olarak ¢ikarilan bugenelgeyi hakl ve yerinde
buluyoruz. Son dénemde gerek 6gretmen gerekse de 6grenci videolarim,resimlerini rencide edici sekilde
paylasanlar hakkinda da incelemelerin yapilmasini, 6zellikle sosyal medya hesaplarinda bilyiik begenili sayfalarin
kapatilmasini umuyoruz.

"Okullara2017/12SosyalMedyaGenelgesi

il ve ilce yoneticileri, okul miidiirleri, idareciler, 6gretmenler 6grencilerin ses, resim, goriintii ve videolarim
hukuka aykin sekilde internette ve sosyal medyada paylasamayacaklar. Bunun disinda 6grencileri ve Kisileri
olumsuz etkileyecek tiim paylasimlarin da yasak oldugu MEB tarafindan vurgulanirken,bu hususlara uymayanlar
hakkinda yasal islemlerin yapilacagi agiklandi.

OKULLARDA OGRETMENLERE / OGRENCILERE VE VELILERE VERILEN e-GUVENLIK SEMiNERLERININ FOTOGRAF
VE ACIKLAMASI

Okulumuza Osmangazi ilce Projeler Koordinatiirii Seda AKPINAR tarafindan ESEP eTwinning Platformu
Tamtim yapildi ve bilgilendirme egitimi verildi.




Okulumuza Osmangazi ilce Projeler Koordinatiirii Seda AKPINAR tarafindan ESEP eTwinning Platformu
Tamtimi yapildi ve bilgilendirme egitimi verildi.
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SKHMP&'ZS&%%%ﬁﬁﬂaﬁTH%ﬁwﬁﬁ%e;@@éﬁm yapildi ve e-GUVENLIK egitimi verildi.

https: / /bursahurriyeteml.meb.k12.tr/icerikler/guvenli-internet-egitimi-verdik_13609429.html
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OkullardaSc Nbse

T.C Anayasasina,

Milli Egitim Bakanhgimizin protokollerine,
Avrupa komisyonu eSafety hareket eylem planimiza,
Cocuk haklar beyannamesine,

Avrupa insan haklari beyannamesine gore

OKULUMUZDA iZINSIiZ FOTOGRAF CEKEMEZSINIZ
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Bu, kisinin hak ve 6zgurliiklerini ihlal eder

Milli Egitim Bakanligimizin protokollerine,
Avrupa komisyonu eSafety hareket eylem planimiza gére
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BiR DIGER e-GUVENLIK PANOMUZUN GORUNTUSU
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